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What is the Internet of Things

Industrial world of connected CPS
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Welcome to the IoIT (Industrial Things)

Originally-disconnected systems now “opening” to 
the Internet

Critical infrastructure and safety-critical systems

(sometimes) no humans in the middle

→ Influence environment and humans (≠ data security!)



Stefano Zanero Security of Industry 
4.0

ICS on the Internet 
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What is the Internet of Things

Modern factory
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What is the Internet of Things

Modern robots are meant to be connected
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Factories (and robots) ARE connected

Brand Overall Auth. 
Disabled

eWON 2,800 1,160

Welotec 1 0

Moxa 12,300 2,300

Virtual Access 260 0

Belden 500 0

Westermo 4,000 1,200

NetModule 530 135

Eurotech 0 -

InHand 608 0

Digi 1,200 0

Robustel 2,900 0

Sierra 
Wireless

0 0
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Threat scenarios

1) Production Plant Halting (“up to 20,000$/min”)

2) Production Outcome Alteration

3) Physical Damage

4) Unauthorized Access

And, of course, there is the ransomware scheme, but 
that’s not too interesting in the era of “oh, I could ransom 
that, too!”

Find detailed scenarios on http://robosec.org
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Industrial routers research results

Information disclosure (way too verbose banners, 
detailed technical material)

Outdated everything (kernel, compilers, libraries, …)

Weak \ known \ static credentials

Poor or misconfigured transport encryption (e.g., VPN 
with static auth keys, pre-generated certs, …)

Insecure web interface (no input sanitization… and even 
security critical code copied straight from blog posts!)

No better than consumer IoT devices!

Read the full research report at http://robosec.org 
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Non-financial and state-sponsored threats
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Businesses on the front line

Shamoon targeted critical 
files from a specific 
company (Saudi Aramco)

Targeted attack using 
signed driver component 

Overwrote critical files on 
30.000 machines (¾) on the 
corporate network with a 
burning American flag

Claimed by unknown 
“Cutting Sword of Justice” 
group on Pastebin
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Attacks against ICS share some 
characteristics

2014: Steel mill incident
– Spear phishing leads to compromise of corporate network
– Pivot into plant network
– Exploitation phase (compromise network controllers)

23rd December 2015: Ukraine power outage
– Black energy malware
– Spear phishing leads to compromise of corporate network
– BlackEnergy malware steals VPN credentials
– Pivot into plant networks
– Exploitation phase (modification of UPS controller firmware)
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The rise of targeted attacks against SME

Source: Symantec Internet 
Security Threat Report 2016
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Sometimes, even untargeted attacks...
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Sometimes, even untargeted attacks...
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Sometimes, even untargeted attacks...
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Questions?

Thank you for your 
attention!

You can reach me at 
stefano.zanero@polimi.it

Or just tweet @raistolo


